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1. INTRODUCTION

Fire incidents represent a major threat to human life and property, particularly in indoor environments
where early detection is critical. A substantial proportion of global fire accidents occur inside buildings, leading
to significant human casualties and economic losses [1]-[3]. Indoor fires can escalate rapidly, reaching
temperatures exceeding 400 °C and generating toxic gases within minutes [4]. These risks are further exacerbated
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by modern building designs, the increasing number of electrical and electronic devices, and human negligence,
which remains one of the leading causes of fire outbreaks [5]-[7]. Despite the availability of existing fire detection
technologies, achieving reliable and timely fire detection in indoor environments remains a challenging task due
to the rapid development of hazardous conditions and the limitations of conventional detection systems.

Traditional fire detection systems typically rely on single-sensor mechanisms, such as smoke or
temperature thresholds, to trigger alarms. Although widely deployed, these systems often produce false alarms due
to environmental factors such as cooking fumes, steam, dust, or fluctuations in ambient conditions [8], [9].
Frequent false alarms reduce system reliability and may lead to decreased user trust and delayed responses in real
emergency situations. To improve detection reliability, several studies have explored multi-sensor approaches that
combine environmental parameters such as carbon monoxide concentration, smoke density, temperature, and
humidity [10]-[14]. These multimodal systems provide a more comprehensive representation of environmental
conditions and have demonstrated improved performance compared to single-sensor methods. Furthermore,
artificial intelligence-based approaches, including fuzzy logic systems integrated with multi-sensor inputs, have
been proposed to enhance decision-making capabilities and reduce false alarm rates [15], [16]. However, many of
these approaches still rely on predefined rules and exhibit limited adaptability.

Recent developments in the Internet of Things (IoT) have enabled the deployment of distributed and real-
time environmental monitoring systems. loT-based fire detection frameworks integrate multiple sensors with
embedded platforms to continuously monitor environmental parameters and transmit data for remote analysis and
alert generation [17]-[21]. These systems offer advantages such as real-time monitoring, remote accessibility, and
integration with smart building infrastructures. Nevertheless, many existing IoT-based solutions rely on static
threshold-based decision mechanisms, limiting their ability to adapt to dynamic indoor conditions and complex
environmental patterns [22], [23]. Previous studies have demonstrated the feasibility of such systems for
monitoring and automated notification [24]-[26]; however, they often lack intelligent data analysis mechanisms
capable of accurately distinguishing between normal conditions and early fire-risk scenarios.

To address these limitations, machine learning techniques have increasingly been applied to fire
classification and prediction tasks. Supervised learning models, including Decision Trees, Support Vector
Machines, k-Nearest Neighbors, and Random Forest classifiers, have shown promising performance in
distinguishing fire and non-fire conditions based on sensor data [27]-[29]. Previous studies reported accuracies of
up to 84 % using Support Vector Machines and Random Forest models, while multilayer perceptron networks
achieved accuracies as high as 99.7 % [30], [31]. Among these approaches, Random Forest classifiers have
demonstrated strong robustness and generalization capability due to their ensemble learning structure, with
reported accuracies exceeding 99 % in several applications [32]-[34]. In addition, optimization techniques such as
dynamic ensemble reduction and hierarchical ensemble learning have been proposed to reduce computational
complexity and improve suitability for IoT deployment [35], [36].

In parallel, deep learning approaches, particularly convolutional neural networks (CNNs), have been
widely applied for vision-based fire detection using image and video data. These models achieve high detection
accuracy by extracting visual features associated with flames and smoke patterns [37]-[43]. However, such
approaches typically require high-resolution cameras, stable lighting conditions, and significant computational
resources, limiting their practicality for low-cost indoor deployments [44]-[47]. Although lightweight CNN
architectures have been proposed to improve efficiency [48]-[50], they still rely on imaging hardware and complex
processing pipelines, increasing implementation costs and limiting scalability.

Despite these advancements, a significant research gap remains in the development of an intelligent,
adaptive, and resource-efficient indoor fire detection system capable of operating effectively in real-world
environments. Existing loT-based systems often lack intelligent classification mechanisms, while deep learning-
based approaches are computationally expensive and hardware-dependent. Moreover, current multi-sensor
systems are rarely optimized for edge deployment, and many rely on static thresholding rather than data-driven
decision-making, limiting their adaptability to dynamic indoor conditions.

To address these challenges, this study proposes a machine learning-based multi-sensor [oT system for
intelligent indoor fire detection. This study makes three main contributions. First, it integrates multi-sensor data
fusion with supervised machine learning to enable multi-class classification of environmental conditions into
Normal, Fire-Risk, and Fire, improving early detection capability. Second, it develops a lightweight and
computationally efficient model optimized for edge deployment on an ESP32-based platform, ensuring real-time
performance with minimal resource consumption. Third, it introduces a data-driven adaptive classification
approach that replaces conventional threshold-based methods, significantly reducing false alarms in dynamic
indoor environments. Overall, the proposed system provides a cost-effective, scalable, and accurate solution for
indoor fire detection, achieving a practical balance between performance and computational efficiency suitable for
real-world IoT applications.
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2. RESEARCH METHOD

2.1. System Architecture

The proposed fire detection system integrates Internet of Things sensing with machine learning—based
classification to enable early identification of fire and fire-risk conditions. The overall system architecture,
illustrated in Figure 1, consists of four main layers: the sensor layer, the edge processing layer, the cloud storage
layer, and the machine learning analysis layer. At the sensor layer, environmental parameters are continuously
monitored using multiple low-cost sensors designed to capture key indicators associated with fire incidents. These
parameters include temperature, humidity, flame intensity, and acoustic signals. The use of multiple sensors
enables a more comprehensive representation of environmental conditions and helps reduce the limitations
associated with single-sensor fire detection systems.

The edge processing layer is implemented using an ESP32 microcontroller, which performs data
acquisition and preliminary signal processing. The ESP32 was selected due to its integrated Wi-Fi capability, low
power consumption, and suitability for Internet of Things applications. Sensor readings are collected through the
microcontroller’s analog-to-digital converter and transmitted wirelessly through Wi-Fi communication. The
collected sensor data are then transmitted to a cloud-based database, which forms the cloud storage layer of the
system. This layer stores environmental measurements and provides a centralized dataset for preprocessing,
machine learning model training, and performance evaluation. Finally, the machine learning analysis layer
performs classification tasks to identify environmental conditions as Normal, Fire-Risk, or Fire states. This layered
architecture allows real-time environmental monitoring while enabling intelligent data-driven fire detection.
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Figure 1. Overall system architecture of the proposed IoT-based fire detection framework.
2.2. TIoT Hardware Setup and Data Acquisition

2.2.1. Sensors and Microcontroller

The hardware component of the proposed system is based on an ESP32 microcontroller integrated with
multiple environmental sensors. The ESP32 platform was selected due to its built-in wireless connectivity, multiple
analog input channels, and suitability for real-time Internet of Things applications. The sensing subsystem consists
of several low-cost sensors designed to capture environmental indicators associated with fire events. A DHT11
sensor is used to measure ambient temperature in degrees Celsius and relative humidity in percentage. These
environmental parameters are important indicators because fire incidents typically cause rapid temperature
increases and humidity variations. A flame sensor is employed to detect infrared radiation emitted by fire sources,
providing an early indication of flame presence. In addition, a sound sensor is used to capture abnormal acoustic
signals that may occur during fire-related events, such as crackling sounds or structural disturbances.

All sensors operate at a supply voltage of 3.3 V and are connected to the ESP32 microcontroller through
its analog-to-digital converter inputs. The integrated hardware configuration of the ESP32 and sensors is illustrated
in Figure 2.
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Figure 2. ESP32-based IoT hardware setup with integrated temperature—humidity, flame, and sound
sensors

2.2.2. Data Sampling

Sensor measurements are collected at fixed sampling intervals of five seconds. This sampling rate was
selected to maintain temporal consistency while minimizing wireless communication overhead and power
consumption. Each recorded data sample consists of four environmental attributes: temperature, humidity, flame
sensor value, and sound sensor value. The ESP32 microcontroller performs real-time data acquisition and transmits
the sensor readings wirelessly to cloud storage through Wi-Fi communication. The transmitted data are stored in
a structured database, which forms the dataset used for machine learning model development and evalu.

2.3. Data Labeling Strategy

To support supervised machine learning, each collected data sample was assigned a class label
representing the environmental condition observed during data acquisition. Three operational states were defined
to represent different fire conditions: Normal, Fire-Risk, and Fire. The Normal state represents safe environmental
conditions characterized by stable temperature and humidity levels, the absence of flame detection, and low sound
activity. The Fire-Risk state represents early or potential fire scenarios in which flame detection occurs without
significant acoustic signals, indicating the possible presence of a small or emerging flame. The Fire state represents
active fire conditions characterized by simultaneous flame detection and elevated sound intensity levels. To ensure
labeling consistency, threshold-based environmental rules were applied during the data collection process. These
rules were defined based on observable environmental patterns and sensor readings recorded during controlled
experiments. The labeling process was carefully verified to ensure that each sample accurately represented the
corresponding environmental state, thereby improving the reliability of the training dataset.

2.4. Dataset Preprocessing

The final dataset consisted of 1,500 samples, including 700 Normal instances, 400 Fire-Risk instances,
and 400 Fire instances. Prior to machine learning model training, several preprocessing steps were applied to
ensure data quality and improve model performance. First, timestamp attributes were removed from the dataset to
prevent potential data leakage during model training. Next, the dataset was inspected to identify and remove any
missing or invalid sensor readings. Feature selection was then performed to retain the most relevant environmental
attributes, including temperature, humidity, flame sensor value, and sound sensor value. Finally, the categorical
class labels representing the three fire states were encoded into numerical form to enable compatibility with
machine learning algorithms. The overall workflow of the proposed system begins with environmental sensing
using Internet of Things sensors connected to the ESP32 microcontroller. The collected data are transmitted
wirelessly to cloud storage, where preprocessing and labeling procedures are performed. The processed dataset is
then used to train and evaluate machine learning models for fire detection.

2.5. Machine Learning Models

Three supervised machine learning classifiers were implemented and compared to evaluate their
effectiveness in detecting fire-related environmental conditions. A Decision Tree classifier was first implemented
as a baseline model due to its interpretability and low computational complexity. Decision Tree models construct
hierarchical decision rules based on feature thresholds and are suitable for embedded systems due to their
lightweight structure. A Support Vector Machine classifier with a radial basis function kernel was also employed
to capture nonlinear relationships among sensor features. Class weighting was applied to mitigate the effect of
class imbalance and ensure fair model learning across all fire states.

Finally, a Random Forest classifier was implemented as the primary model for fire detection. Random
Forest is an ensemble learning technique that combines multiple decision trees to improve prediction accuracy and
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robustness. The model was configured with 200 decision trees, and the final classification output was obtained
through a majority voting mechanism among individual trees. This ensemble approach helps reduce overfitting
and improves generalization performance when handling sensor noise and environmental variability. Three
supervised machine learning classifiers were implemented and compared to evaluate fire detection performance.

2.6. Model Training and Evaluation Metrics

All machine learning models were trained using the same training dataset and evaluated using an
independent test dataset to ensure a fair and consistent comparison. The dataset was divided into training and
testing subsets to evaluate the generalization performance of each model on unseen data. Model performance was
assessed using several standard classification metrics, including accuracy, precision, recall, and Fl-score. In
addition, confusion matrix analysis was performed to examine the distribution of classification errors across
different fire states. The macro-averaged receiver operating characteristic area under the curve was also calculated
to evaluate the overall discriminative capability of the classifiers. Among these evaluation metrics, particular
emphasis was placed on the recall values for the Fire and Fire-Risk classes. In fire detection systems, false-negative
predictions—where actual fire conditions are incorrectly classified as normal—may result in delayed emergency
responses and severe safety risks. Therefore, maximizing recall for these critical classes is essential for ensuring
reliable fire detection.

2.7. Feature Importance Analysis

Feature importance analysis was conducted using the Random Forest model to identify the contribution
of each sensor parameter to fire detection performance. The analysis revealed that temperature and humidity
features contribute significantly to classification decisions, followed by sound intensity and flame sensor readings.
These findings highlight the importance of combining multiple environmental indicators when detecting fire
conditions. The integration of temperature, humidity, acoustic signals, and flame detection enables a more
comprehensive representation of environmental dynamics. Consequently, multi-sensor data fusion improves
detection robustness and reduces reliance on a single sensing modality, thereby minimizing false alarms.

2.8. Implementation Environment

The Internet of Things firmware was developed using the Arduino Integrated Development Environment
and deployed on the ESP32 microcontroller to enable real-time sensor data acquisition and wireless
communication. Machine learning experiments were conducted using the Python programming language within a
Jupyter Notebook environment. Several scientific computing libraries were utilized during the development
process, including Scikit-learn for machine learning model implementation, Pandas for data manipulation, and
NumPy for numerical computations. This implementation environment ensures efficient model development,
reproducibility, and reliable experimental evaluation.

3. RESULTS AND DISCUSSION

This section presents the experimental results of the proposed IoT-based fire detection system and
discusses their implications for intelligent indoor fire monitoring. The evaluation focuses on classification
performance, class-wise error behavior, feature contribution, and practical deployment considerations in safety-
critical environments.

3.1. Classification Performance Analysis

The proposed system was evaluated using a dataset of 1,500 samples collected from the Internet of Things
sensing platform, representing Normal, Fire-Risk, and Fire conditions. All machine learning models were trained
using the same feature set consisting of temperature, humidity, flame sensor readings, and sound sensor values to
ensure a fair and consistent comparison. The comparative per-class performance of the evaluated classifiers is
summarized in Table 1. Both the Decision Tree and Random Forest classifiers achieved an overall accuracy of
95%, outperforming the class-weighted Support Vector Machine model, which achieved an accuracy of 89%. This
difference suggests that tree-based models are more effective in capturing nonlinear relationships and feature
interactions inherent in multi-sensor environmental data.

Importantly, all evaluated models achieved perfect recall (100%) for the Fire class, indicating that no
active fire events were missed during testing. From a safety-critical perspective, this is a crucial requirement, as
false negatives in fire detection systems can lead to severe consequences, including delayed emergency response
and increased damage.

Although the Decision Tree and Random Forest models achieved the same overall accuracy, their
classification behavior differed in terms of stability and error distribution. The Random Forest model demonstrated
slightly better balance in detecting Fire-Risk conditions, while maintaining robustness against sensor noise and
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overlapping feature distributions. This improvement can be attributed to the ensemble learning mechanism, which
reduces variance and enhances generalization compared to a single decision tree.

Misclassifications primarily occurred between the Normal and Fire-Risk classes. These transitional states
represent early environmental changes before combustion becomes clearly detectable, making them inherently
more difficult to classify accurately. This indicates that feature overlap in early-stage fire conditions remains a
fundamental challenge, even for machine learning-based approaches. This observation highlights the importance
of multi-sensor data fusion in improving the detection of early fire-risk conditions.

Table 1. Per-Class Performance Comparison of The Evaluated Machine Learning Models

Model Class Precision Recall F1-score
Decision Tree Normal 0.91 1.00 0.95
Fire-Risk 1.00 0.82 0.90
Fire 1.00 1.00 1.00
Accuracy 0.95
SVM (Class-Weighted) Normal 0.80 1.00 0.89
Fire-Risk 1.00 0.57 0.73
Fire 1.00 1.00 1.00
Accuracy 0.89
Random Forest Normal 0.90 1.00 0.95
Fire-Risk 1.00 0.81 0.90
Fire 1.00 1.00 1.00
Accuracy 0.95

3.2. Confusion Matrix Analysis

The confusion matrix analysis provides deeper insight into model-specific error patterns. Although all
models correctly identified Fire instances, the SVM model exhibited a significant limitation by misclassifying a
large number of Fire-Risk samples as Normal. This indicates that SVM struggles to construct optimal decision
boundaries in regions with high feature overlap, even when class weighting is applied.

In contrast, tree-based models, particularly Random Forest, better partition the feature space by
leveraging multiple decision boundaries, resulting in improved discrimination of borderline conditions. This
demonstrates the advantage of ensemble-based learning in handling uncertainty and complex feature distributions.
Importantly, misclassification between Normal and Fire-Risk states reflects early-stage uncertainty rather than
complete model failure, as these conditions often exhibit gradual environmental transitions rather than abrupt
changes. Such behavior is expected in real-world fire development scenarios, where environmental parameters
evolve progressively rather than instantaneously.
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Figure 3. Confusion matrix comparison of (a) Random Forest, (b) Decision Tree, and (c) class-weighted SVM
models on the test dataset.

3.3. Effectiveness of Multi-Sensor Fusion

The experimental results confirm that integrating multiple Internet of Things sensors significantly
improves fire detection reliability compared with traditional single-sensor or threshold-based approaches.
Environmental parameters such as temperature and humidity provide valuable information for identifying early
fire-risk conditions, while flame and sound sensors offer strong signals during active fire events. Feature
importance analysis derived from the Random Forest classifier, as shown in Figure 4, indicates that the flame
sensor provides the highest contribution to the classification process, followed by humidity, temperature, and
sound sensors. This distribution highlights that direct fire indicators dominate during active fire conditions, while
environmental sensors contribute more significantly to early-stage detection.
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The sound sensor contributes complementary information during combustion events, improving the
model’s ability to distinguish fire-related conditions. However, its relatively lower importance suggests sensitivity
to environmental noise, which may reduce its reliability as a standalone feature. These findings demonstrate that
multi-sensor data fusion provides a more comprehensive representation of environmental conditions and enhances
fire detection reliability. By combining heterogeneous sensor inputs, the system mitigates the limitations of
individual sensors and improves overall robustness.

Feature Importance of loT Sensors using Random Forest

Importance Score

Flame Humidity Temp Sound
Sensor Features

Figure 4. Feature importance scores of loT sensor variables obtained using the Random Forest
classifier.

3.4. Model Comparison and Safety-Critical Behavior

Among the evaluated models, the Random Forest classifier demonstrated the most reliable performance
for safety-critical fire detection. Although the Decision Tree classifier achieved the same overall accuracy,
Random Forest provides improved stability due to its ensemble learning mechanism. The Support Vector Machine
model achieved strong performance in detecting active fire conditions but showed reduced sensitivity in
identifying Fire-Risk states. In particular, several Fire-Risk samples were misclassified as Normal conditions. This
limitation reduces its effectiveness for early warning applications, where detecting pre-fire conditions is essential.
From a safety perspective, maintaining high recall for both Fire and Fire-Risk classes is more important than
maximizing overall accuracy. This prioritization reflects real-world requirements, where early detection and risk
prevention outweigh minor classification errors. The Random Forest classifier achieves this balance effectively.

3.5. Receiver Operating Characteristic (ROC) Analysis

The macro-averaged ROC curve for the Random Forest classifier is shown in Figure 5. The achieved
ROC-AUC value of 0.993 indicates excellent separability among Normal, Fire-Risk, and Fire classes. Such a high
ROC-AUC value confirms that the model maintains strong discriminative capability across different classification
thresholds, which is essential for reliable operation under varying environmental conditions. This result further
validates the robustness of the Random Forest classifier in [oT-based fire detection applications.

ROC Curve
1.0
o.e
z
£ 0.6
@
=]
G
&
0=J 0.4
E
0.2
0.0 : —— Macro-average ROC (AUC = 0.993)
- T T - T r
0.0 0.2 0.4 0.6 0.8 10

False Positive Rate

Figure 5. Macro-averaged ROC curve for multi-class fire detection using the Random Forest classifier.
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The results of this study support previous findings that multi-sensor data fusion improves fire detection
accuracy and reduces false alarms compared to single-sensor systems [9], [23]. The integration of multiple
environmental parameters is consistent with studies showing enhanced robustness through heterogeneous sensor
data [10], [11], [14]. The strong performance of the Random Forest model also aligns with prior research
highlighting the effectiveness of ensemble learning methods [31], [35]. The high accuracy and perfect recall for
fire events confirm the reliability of the proposed approach in safety-critical applications, where minimizing
missed detections is essential [2], [9]. Moreover, compared to computationally intensive deep learning approaches
[29], [41], [42], this method offers a more efficient solution suitable for real-time [oT deployment [22].

The proposed system is computationally lightweight and well suited for deployment on resource-
constrained Internet of Things platforms such as the ESP32 microcontroller. Machine learning models can be
trained offline and deployed either on edge devices or cloud-based inference systems to enable real-time
environmental monitoring and fire detection. In practical applications, the system can be implemented in
residential buildings, laboratories, warechouses, and small industrial facilities where early fire detection is critical.
For example, in a smart home environment, the system can continuously monitor environmental conditions and
trigger early warnings when abnormal temperature or flame signals are detected, allowing occupants to respond
before the situation escalates into a severe fire incident. The use of low-cost sensors further enhances system
scalability, making it economically feasible for widespread indoor safety monitoring applications.

Building upon these practical advantages, this study contributes a novel approach to intelligent indoor
fire detection by integrating multi-sensor IoT data with machine learning—based multi-class classification in a
lightweight and edge-deployable framework. Unlike prior studies that predominantly rely on single-sensor
mechanisms, static thresholding, or computationally intensive deep learning models, this research introduces a
data-driven adaptive classification system capable of distinguishing Normal, Fire-Risk, and Fire conditions in real
time. The novelty also lies in the implementation of an efficient ensemble learning model optimized for low-cost
hardware such as the ESP32, enabling high detection accuracy while maintaining minimal computational
overhead. Furthermore, this study advances existing work by emphasizing early fire-risk identification through
multi-sensor data fusion, thereby improving system reliability and reducing false alarms in dynamic indoor
environments—an issue that remains a critical limitation in current loT-based fire detection systems.

Despite these promising results, several limitations must be acknowledged. First, the dataset was collected
in a controlled environment, which may not fully capture the variability of real-world indoor conditions such as
ventilation, human activity, and external disturbances. Second, the labeling strategy is threshold-based, which may
introduce bias into the training data. While effective for initial classification, this approach may limit the model’s
ability to learn more complex fire progression patterns. Third, the sound sensor shows relatively lower
contribution, suggesting sensitivity to environmental noise variations. Therefore, future work should focus on: (1)
collecting real-world and large-scale datasets; (2) developing adaptive or semi-supervised labeling strategies; (3)
incorporating temporal modeling (e.g., LSTM or time-series analysis) to capture fire evolution over time; and (4)
exploring edge-optimized deep learning models to improve performance without increasing computational cost.

4. CONCLUSION

This study presented an intelligent fire detection system that integrates low-cost Internet of Things sensing
with machine learning for indoor safety monitoring. By combining multiple environmental sensors—including
temperature, humidity, flame intensity, and sound signals—the system provides a comprehensive representation
of environmental conditions associated with fire development. The results show that multi-sensor data fusion
improves fire detection reliability compared with conventional single-sensor or threshold-based approaches.
Machine learning enables the system to identify complex environmental patterns and distinguish between normal
conditions, early fire-risk situations, and active fire events, supporting more effective early warning. Among the
evaluated models, the Random Forest classifier provided the most reliable performance due to its ensemble
learning structure, which improves robustness against sensor noise and environmental variability. The system
successfully detected all active fire conditions during testing, demonstrating the effectiveness of combining
environmental sensing with intelligent decision-making. The proposed approach is computationally lightweight
and cost-effective, making it suitable for deployment in residential buildings, laboratories, and small commercial
facilities. However, the dataset was collected under controlled indoor conditions. Future work will focus on
expanding data collection in diverse environments, integrating additional sensors such as gas or smoke detectors,
and exploring temporal learning models to further enhance fire detection performance. Overall, the integration of
Internet of Things sensing and machine learning provides a practical approach for developing intelligent fire
detection systems that improve indoor safety and support proactive fire prevention.
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